6 Ayliq Talim Programi (Red Team)

Ik 1 ay IT biliklorini méhkomlondirmok ii¢iin IT Foundation dorslari iizorino
aparilir. Novbati aylarda iss sillabus asagidaki kimidir.

Kibertahliikssizlik va Penetrasiya Testina Giris

1. Kibertahlikasizliya Giris

e Kibertahlikasizlik anlayisi va magsadlari

e Kibertahlikasizlik mitaxassisi olmaq Uglin talab olunan bilik va bacariglar
¢ Kibertahlikasizlik sahasinda rollar va karyera istigamatlari

2. Sabaka 9saslari

* Sobaka anlayisi va sabakaya giris
® 0S| va TCP/IP modellari
* Sabaka cihazlari (Router, Switch, Firewall va s.)
¢ Subnetting va IP Ginvanlama
¢ NAT, VPN, VLAN va Routing anlayislari
» Digoar asas sabaka konseptlari
Va digarlori

3. Omaliyyat Sistemlari va Linux 9saslari

e Linux Distributionlari (Kali Linux va s.)

¢ Kali Linux-un qurulmasi va konfiqurasiyasi

¢ Linux asas komandalari

¢ Fayl oxuma va emal alatlari: cat, less, cut, sort
e Matn emal alatlari: regex, awk, sed

e stifadagilar va qruplar

¢ Fayl va sistem yetkilari (permissions)

4. Kriptografiya 9saslari

¢ Isas anlayislar va kriptografik konseptlar
¢ Encryption va Decryption mexanizmlari

¢ Hash algoritmlari va istifadasi

¢ Digar kriptografik mexanizmlar

5. Penetrasiya Testina Giris

* Penetrasiya testi anlayisi va maqgsadi
e Etik hacking prinsiplori

¢ Cyber Kill Chain modeli va marhalalari

6. Kasfiyyat ve informasiya Toplama

e informasiya toplama (Information Gathering)
e Enumeration anlayisi

¢ Footprinting protokollari

¢ Sosial Miihandislik asaslari

¢ Nmap alatindan istifada

7. istismar va ilkin Giris Texnikalari

¢ Metasploit Framework istifadasi

e Mixtalif servislara garsi hicumlar

¢ Zararli yazihmlar va Initial Compromise anlayisi
! Talim magsadli, etik va laboratoriya muhitinda

8. Tahlikasizlik Mexanizmlarinin Bypass Edilmasi
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¢ Antivirus va tahllkasizlik kontrollarinin bypass edilmasi e
Detection va Prevention mexanizmlarinin tUmumi icmali

9. Post-Exploitation Texnikalari

¢ Post-Exploitation anlayisi

¢ Sistem daxilinda lateral harakat

¢ Malumat toplanmasi va davamliliq (Persistence)
* Mixtalif Post-Exploitation hiicum vektorlari

10. Linux imtiyaz Yiksaltma

eLinux privilege escalation anlayisi
*SUID/SGID sahv konfiqurasiyalari
eKernel va konfiqurasiya asasl imtiyaz yiliksaltma

QEYD:Sillabusdan kanar digar zaifliklar.

Web Application Penetration Testing
Fundamental Web -Frontend+backend — Fundamental saviyya
Hosting +cpanel ila tanisliq real mihitin qurulmasi

1. Web Penetrasiya Testina Giris

¢ Web tatbiqglarin islama prinsiplari (HTTP/HTTPS, request—response modeli va s.)
¢ Penetrasiya testinin magsadi, ahata dairasi va mahdudiyyatlari

e OWASP Top 10 anlayisi va risk giymatloandirma modeli

2. Web Pentest Alatlari

¢ Burp Suite (Proxy, Repeater, Intruder, Decoder, Scanner va s.)
¢ Avtomatlasdiriimis Web Scanner programlari

¢ SQLMap alati va istifada gaydalari

3. Kasfiyyat va Enumeration

¢ Directory va file enumeration (Dirbusting)
¢ Parametr, endpoint va APl askarlanmasi

¢ Texnologiya va framework identifikasiyasi

4. Autentifikasiya va Sessiya Zaifliklari

¢ Login bruteforce va password attack texnikalari
¢ Broken Authentication

¢ Session management zaifliklari

5. Input Validation Zaifliklari

¢ SQL Injection (manual va SQLMap ila)

e Command Injection

e Cross-Site Scripting (XSS — Self, Reflected, Stored, DOM)
e HTML Injection

o XML External Entities (XXE)

6. Fayl va Yol Zaifliklari

e Local File Inclusion (LFI)

* Remote File Inclusion (RFI)
¢ Directory Traversal
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¢ File Upload zaifliklori

7. Access Control va Biznes Mantiqi Zsifliklari TECHPOINT
* Broken Access Control Academy

¢ Insecure Direct Object Reference (IDOR)

¢ Web saviyyasinda Privilege Escalation

8. Server-Side Hiicumlar va Konfiqurasiya Zaifliklari

e Server-Side Request Forgery (SSRF)
¢ Cross-Site Request Forgery (CSRF)
¢ Sensitive Data Exposure

¢ Security Misconfiguration

9. Digar Web Zaifliklari

e informasiya sizmalari
e Error handling zaifliklari
¢ Digar askarlanan web zaifliklari va s.

i) Web Pentest Hesabatlandirma

¢ Askarlanmis zaifliklarin riska géra giymatlandirilmasi
* Proof of Concept (PoC) hazirlanmasi

¢ Tovsiyalar va remediation plani

¢ Pesokar Web Penetrasiya Testi Hesabatinin yazilmasi

«¥ Praktiki Laboratoriya:

e OWASP Top 10 asasli real laboratoriya muhiti
e Manual va tool-based test yanasmalari
¢ Burp Suite va SQLMap il praktiki istismar

Al —Injection

* HTML Injection (Reflected / Stored)

e iFrame Injection

¢ LDAP Injection

¢ OS Command Injection (Blind daxil olmagla)

¢ PHP Code Injection

e SSl Injection

¢ SQL Injection (GET, POST, AJAX, JSON, Login, Blind, Stored, SQLite, Drupal)
e XML / XPath Injection

A2 — Broken Authentication & Session Management

e CAPTCHA Bypass

¢ Weak Passwords

® Password Attacks

¢ |[nsecure Login Forms

¢ Session ID zaifliklari

e Cookie (HTTPOnly / Secure) problemlari

A3 — Cross-Site Scripting (XSS)

» Reflected XSS (GET, POST, JSON, Headers va s.)
» Stored XSS (Blog, Cookies, User-Agent va s.)
¢ DOM-Based XSS



A4 — Insecure Direct Object References (IDOR)
¢ Object manipulation

e Unauthorized data access TECHPOINT
¢ Business logic bypass Academy

A5 — Security Misconfiguration

¢ Insecure services (FTP, SNMP, NTP, VNC va s.)
* CORS & Cross-Domain zaifliklari

¢ Old/Backup files

¢ Robots.txt disclosure

* DoS ssenarilari

A6 — Sensitive Data Exposure
¢ Clear-text credentials
o SSL/TLS zaifliklari (Heartbleed, POODLE va s.)

¢ Host Header Attacks
¢ HTML5 Storage malumat sizmalari

A7 — Missing Functional Level Access Control

¢ Directory Traversal

e LFI/ RFI

* SSRF

* XXE

¢ Restriction bypass ssenarilari

A8 — Cross-Site Request Forgery (CSRF)

e State-changing amaliyyatlarin istismari
¢ Token bypass ssenarilari

A9 — Using Known Vulnerable Components

¢ Drupalgeddon

¢ Shellshock

¢ PHP CGI RCE

¢ Vulnerable third-party komponentlar

A10 — Unvalidated Redirects & Forwards

* Open Redirect istismari
¢ Phishing ssenarilari

Other & Advanced Bugs

¢ Clickjacking

e HTTP Parameter Pollution
¢ HTTP Verb Tampering

¢ Information Disclosure

¢ Unrestricted File Upload

_ Bug Bounty Yanasmasi

¢ Bug Bounty platformalarina giris (HackerOne, Bugcrowd va s.)
¢ Scope analizi va gaydalarin oxunmasi

¢ Real-world target-larda zaiflik axtarisi

¢ Duplicate va false-positive risklari

¢ Responsible Disclosure va report yazilmasi



QEYD:Sillabusdan kanar digar zaifliklar.

APi Pentest TECHPOINT

DevSecops Fundamental Academy
QEYD:Sillabusdan kanar digar zaifliklar.

Active Directory Penetrasiya Testi lizra Sillabus
1. Penetrasiya testina Umumi baxis, onun mahdudiyyatlari va pentest miidaxilasinin hayata kegirilmasi
zamani nazara alinmali olan asas logistika masalalari.
. Active Directory (AD) arxitekturasi va asas anlayislarinin manimsanilmasi.
. Tahliikasiz mihitda hiicum ssenarilarinin icrasi tiglin Active Directory laboratoriya muhitinin qurulmasi.
. Daxili Active Directory nlifuzetma test prosesinin bir hissasi kimi xarici OSINT manbalarindan istifadanin
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oyranilmasi.
. Dig, Nslookup, NetExec, BloodHound va oxsar alatlardan istifada etmakla ham al ils, ham da yari-
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avtomatik sakilda Sabaka va Domen Enumeration texnikalarinin tatbiqi.
6. Kerberos asasli Sifra Spreyi (Password Spraying), NTLM Relay, NBNS/LLMNR protokol sui-istifadasi, AS-

REP Roasting va digar ilkin Giris (Initial Access) texnikalarinin dyranilmasi.
. Kerberos protokolundan sui-istifads etmakla Kerberos hiicumlari, Kerberos Delegation mexanizmlari

vasitasila Domen imtiyazlarinin Eskalasiyasi ve Yanal Harakat texnikalarinin tatbigi.
. Yanlis konfiqurasiya edilmis Active Directory Giris Nazarat Siyahilarindan (ACL) sui-istifade etmakla

Domen imtiyazlarinin Eskalasiyasi vo Yanal Harakat (Lateral Movement) texnikalarinin 8yranilmasi.
9. Sahv konfiqurasiya edilmis Active Directory Sertifikat Xidmatlarindan (AD CS) sui-istifada etmakls imtiyaz

eskalasiyasi va domen dominantliginin alda edilmasi.
10. Umumi sahv konfiqurasiyalar va zaif Active Directory istifadagi vardislarindan sui-istifade etmakla domen

saviyyasinda imtiyaz eskalasiyasi vo lateral harakat ssenarilarinin dyranilmasi.
11. SID Filtrlama bypassi va digar gabaqcil metodlar daxil olmagla Cross-Domain va Cross-Forest hlicumlarinin

arasdiriimasi.
12. Quzil Bilet (Golden Ticket), Giimus Bilet (Silver Ticket), Brilyant Bilet (Diamond Ticket), Sapfir Bileti

(Sapphire Ticket) kimi Domen Davamhligi (Persistence) texnikalarinin 6yranilmasi.

13. Windows Active Directory nifuzetma testlari zamani Active Directory Kill Chain marhalalarinin nazardan
kecirilmasi.

14. Askar edilmis hiicum vektorlarini va zaifliklari prioritetlasdiran, onlarin aradan qaldirilmasi Gglin tovsiyalar

tagdim edan pesakar Nifuzetma Testi Hesabatinin hazirlanmasi.
15. QEYD:Sillabusdan kanar digar zaifliklar.
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